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requirements & obligations

1 Introduction 
This document sets out the rules which Volcanic requires all permanent employees contractors, temporary workers 
and agency workers to comply with whilst carrying out services for Volcanic. 

2 Personal Conduct 
Volcanic expects a high standard of integrity and positive behaviour from its personnel at all times. Whilst at work, 
we ask that you help us to promote a workplace free from bullying, harassment or victimisation by treating others 
fairly and with respect. In your role, we would also ask you to comply with our policies on confidentiality: -

• We expect you to hold all internal and customer information confidentially, and deal with the all information you 
receive whilst at Volcanic in accordance with these policies during and after your assignment.  

• All data that you encounter is protected by various legal and regulatory requirements. We request that you deal 
with this data in a manner which ensures compliance with the standards that are required of the organisation or its 
customers 

• We explain in further detail on other sections of this document the other policies that you should comply with 
whilst working at Volcanic. This includes the Volcanic policy on e-mails, internet usage and a clear desk. 

• Finally, your health safety in the workplace is extremely important to us and we ask that you familiarise yourself 
with health and safety procedures in order to limit the risk of accidents at work.

Failure to comply with these expectations could result in the termination of your assignment. 

3 Equality & Diversity  
At Volcanic we value the diverse backgrounds of our people. Harassment, bullying or discrimination of any kind – 
including but not limited to behaviour on the grounds of race, religion, gender, sexual orientation, disability or age – is 
unacceptable. 

4 Health & Safety - Personal Responsibility 
You have a responsibility to take reasonable care of your own and to consider others’ health and safety. 

• Ensure that, for the place you are required to work in, you: 

• Understand what to do if you receive a bomb threat or discover a fire; 

• Understand the emergency evacuation procedures and know where the internal and external ‘safer’ areas are; 

• Know how to contact the appointed fire or emergency marshals and first aid contact; 

• Always keep the floor and your immediate working area tidy and ensure that emergency exits are kept clear and 
fire doors are closed; 

• Immediately report accidents, injuries, near misses or dangerous occurrences to the person to whom you have 
been asked to report to. 



5 Data Protection 
Data protection legislation demands good practice when handling personal information. This means you must: 

• Obtain, process and use personal information in accordance with Volcanic policies and procedures 

• Only disclose personal information to those you have confirmed are authorised to receive it 

• Hold personal information that is accurate, relevant and where necessary kept up-to-date 

• Keep personal information securely, do not hold excessive amounts or keep it longer than needed.  

• Breaches can lead to adverse publicity and loss of customer confidence, restriction of Volcanic’s’ business 
activities, and prosecution of Volcanic or possibly you.  

• Contact the Volcanic management immediately if you receive a request for details of any personal information 
Volcanic holds from someone who is not authorised to receive it or if personal information is being transferred 
abroad. 

• Exercise care over the type of information you record, including the manner and language used to present 
discussion points, opinions or facts. 

• If you would not want a person to access the information recorded about them – do not record it. 

• Treat the information of others as you would like yours treated. 

• Every day Volcanic deals with confidential and sensitive information on its customers and its business operations 

6 Information is classified as follows:

6.1 Unrestricted 
If it is either already in the public domain, or would not have any value, consequence, implications or comeback 
to Volcanic if it was readily available in the public domain, or if it were to be represented inaccurately, for example 
marketing leaflets or information available on the Volcanic website.

6.2 Confidential 
If disclosure outside of Volcanic could cause harm; for example through financial loss, lost opportunity or profit, or 
attracting adverse regulatory comment. This classification should also be used where the disclosure of information 
outside Volcanic would have data protection implications. 

Example of such information would include operational procedures and all customer information.

6.3 Secret 
If unauthorised disclosure (even within Volcanic) could have a serious impact – for example, a serious financial loss, 
a significant loss of competitive advantage, or result in regulatory sanction or legal action. Examples would include 
information about potential mergers and acquisitions, financial statements that have not been publicly released and 
strategic planning information.

6.4 Legal Privilege 
Information classified as Legal Privilege usually contains confidential legal advice and related information passing 
between a lawyer and his/her client. Privileged documents can be held back from production to third parties in court 
or regulatory proceedings.
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To protect our information in a consistent and appropriate manner, it is important that you: 

• Classify and mark internal documentation so that others are clear on its importance and the potential for damage 
if it is inappropriately disclosed 

• Only disclose confidential material outside Volcanic Ltd when you have Volcanic’s’ permission to do so, and 
there is a business, legal or contractual requirement. Prior to any form of disclosure, the recipient must sign a bank 
standard confidentiality agreement (available from Legal) and confirm that they can protect the information 

• Advice the person to whom you have been asked to report if you identify or suspect that someone has attempted 
to gain inappropriate access to Volcanic’s’ information or systems. 

7 Use of Volcanic’s Systems 
Misuse of Volcanic’s’ systems may be a criminal offence under data protection or computer misuse legislation.

Misuse includes: 

• Accessing customer accounts or other information not required as part of your responsibilities; 

• Processing any transactions, refunding belonging to your family or friends; 

• Failing to adhere to transaction limits or dual control requirements or acting outside your level of authority; 

• Illegally copying software or using pirated software. All software on the computer you use should be approved by 
and licensed in the name of your business area, not the individual user; 

• Using unauthorised software such as games or software from magazines or bulletin boards; 

• Unauthorised disclosure of passwords; 

• Unauthorised copying or transmission of any Volcanic data, by any means including mobile phones MP3 players 
and memory sticks.

Don’t use email to: 

• Forward virus warnings from external sources, chain letters, electronic junk mail or advertising emails, including 
SPAM; 

• Store or distribute messages of a derogatory, defamatory, illegal, pornographic, obscene or offensive nature.

Don’t use the Internet to: 

• Perform excessive amounts of personal business; 

• Send confidential information unless properly encrypted; 

• Copy or distribute material which could contravene copyright; 

• Access sites that may contain or distribute illegal, obscene or offensive material; Store, copy or distribute such 
material.

Volcanic monitors the use of its systems to ensure compliance with its policies and procedures. 
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8 Conflicts of Interest/Gifts and Entertainment 
It is important that we treat our customers fairly. Conflicts of interest occur if our business practices sacrifice the 
interests of one set of customers in favour of another, or place Volcanic interests ahead of the customers.

Volcanic believes that business success depends on a fair and open assessment of products and services. It is 
important that you observe the highest legal and ethical standards when fulfilling your responsibilities for Volcanic, 
thereby avoiding the risk of actual or perceived conflicts of interest or favouritism.

You may accept a gift or entertainment from an existing or potential customer or supplier of Volcanic, provided 
it is unsolicited, is worth less than £150, and cannot be construed as an inducement. If in doubt, check with the 
management team before accepting it.

If the value of a gift or entertainment exceeds £150, prior approval must be obtained from the management team or 
the gift must be refused.

No cash or vouchers of any value may be given or accepted. 

9 Raising Concerns 
Volcanic’s intention is to act with the highest standards of integrity and honesty in all that it does. If you become 
aware that Volcanic is not meeting these high standards, or if you genuinely believe that something is not right, it is 
vital that you raise your suspicions to allow the problem to be rectified and to protect Volcanic’s reputation.

Please do not ignore a concern, even if firm evidence is difficult to obtain. Instead, define it along the following lines, 
and then take action: 

• Why are you concerned? 

• What do your concerns involve, for example, misconduct, fraud or other illegal activity, a failure to follow a process 
that may compromise our security, or something that may damage Volcanic reputation? 

• Who is involved? 

• When did it happen? 

• Is it still going on? 

• Is there any evidence?

Your concerns will be taken seriously and, where appropriate, investigated further. As far as possible your 
confidentiality will be protected. Raise your concern directly with one of the co-founders. 

10 Managing Risks 
Risk arises across a range of areas, including financial, legal, security or environmental risk. Risk management 
processes are in place to assist Volcanic in identifying those risks associated with its business, assessing their likely 
impact (including reputational impact), and taking action to reduce unacceptable levels of risk. 

Therefore you should make sure you: 

• Understand the risk event management and reporting procedure in the area in which you have been asked to 
work.; and 
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• Notify any risk events, including near misses, in accordance with the procedure for the business area. 

11 IT SECURITY POLICY  
• Introduction  
– Purpose of a Security Policy  
– The Need for a Security Policy  

• IT Security Policy Statements  

• Volcanic Officer Responsibilities  

• Security Measures  
– Virus Control  
– Protection of Hardware from Theft  
– Protection of Hardware from Accidents  
– Protection of Data from Hardware Loss  
– Protection of Data from Unauthorised Access  

• Protection of Personal Data 

• Protection of Remote Access Facility  

• Protection of Connection to Other Networks  

• Software Control  

• Reporting of IT Security Breaches  

• Special Considerations for Portable Computers  

• Special Considerations for Use of the Internet and E-Mail  

• Using the Internet  

• Use of E-mail 

11.1 Introduction  
The ease with which personal information can nowadays be passed within Volcanic often by computer is an 
undoubted benefit for employees involved in the delivery of Volcanic services, but all those concerned need to be 
aware that there is a legal duty to protect the confidentiality of employee, supplier and customer information. 

Our Clients have the right to respect for their privacy, and hence an expectation that information about them will be 
treated as confidential. 

This IT Security Policy is based on that expectation, but also acknowledges that Volcanic employees will need to 
have strictly controlled access to employees, supplier and other information to ensure that the Volcanic functions 
effectively and efficiently. 

In clarifying how and when personal information may be gathered and used, it confirms that a duty of confidence 
applies to everyone working for or with the Volcanic.  This is emphasised by the fact that the Data Protection Act 
1998 includes manual and computer information. 
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11.1.1 Purpose of a Security Policy  
Confidentiality data access is confined to those with specified authority to view the data 

Integrity all system assets are operating correctly according to specification and in the way the current user believes 
them to be operating 

Availability information is delivered to the right person, when it is needed 

11.1.2 The Need for a Security Policy  
The information stored on computers represents one of the Volcanic’s most valuable assets.  This information is at 
risk from many threats and there is a need to implement measures which preserve its confidentiality, integrity and 
availability. 

The purpose of this policy is to provide a range of IT Security defences against these threats, and also to ensure 
that, in so doing, the  Volcanic is compliant with the prevailing legislation, including:  

• Data Protection Act 1998  

• Computer Misuse Act 1990  

• BS7799 Code of Practice for Information Systems Security 

This policy relates to all IT systems operated by, and under the control of, Volcanic employees. 

11.2 IT Security Policy Statements  
11.2.1 The Volcanic has nominated (Neil Pickstone) to have responsibility for the Volcanic compliance with the Data 
Protection Act 1998.  

11.2.2 Each computer system ‘owned’ by the Volcanic will have nominated users who will have day-to-day 
responsibility for complying with IT Security procedures on that system.  

11.2.3 Each database that Volcanic maintains will have nominated users who are responsible for ensuring that 
Volcanic gathers, holds and releases information in compliance with Legislation and Guidelines (Section 1.2).  

11.2.4 Volcanic will implement effective mechanisms for regularly reviewing IT Security.  

11.2.5 Volcanic will monitor security breaches and imminent threats, and exchange information with external 
authorities if required.  

11.2.6 Employees will be given IT Security awareness training to ensure compliance with this policy and the 
appropriate legislative requirements.   

11.2.7 Each contract of employment will have a Volcanic Security clause and attached IT Security Policy.  

11.2.8 Breaches of IT Security by employees may be considered to be a disciplinary matter. 

11.3 Volcanic Officer Responsibilities  
11.3.1 IT Director 
• Ensuring that all IT systems in use are appropriately assessed for security compliance and are protected in 
accordance with the IT Security Policy.  

• Ensuring that Volcanic IT security standards are implemented effectively and regularly reviewed.  
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• Monitor compliance with the Data Protection Act (1998) and ensuring the adequacy of arrangements for the 
physical security of computers and contingency planning.  

• Responsible for the receipt of all data requests for Subject Access under Data Protection Act (1998); monitoring 
the procedures for fulfilling such requests, ensuring that the information supplied for the tracing of the data is 
sufficient, and ensuring the disclosure of the relevant information to the applicants within the specified time scale. (to 
be established) 

Responsible for ensuring that Volcanic’s employees, servants or agents are kept aware of the requirements of the 
Data Protection Act (1998) and their responsibilities under it.  

11.3.2 IT Team 
• Providing a focus within Volcanic on all IT security matters. 

• Receiving and considering reports of IT security incidents, initiating appropriate action and passing the reports to 
Volcanic IT Director.  

• Playing a proactive role in establishing and implementing IT security procedures and employees awareness. 

• Assisting the IT Director in monitoring the effectiveness of IT security within Volcanic and initiating any requested 
changes to security procedures which become necessary as a result of the monitoring process.  

• Ensuring that regular backups are taken and stored appropriately off-site. 

• Ensuring that appropriate levels of access are granted to system users.  

• Ensuring that all Volcanic employees using the systems are aware of their IT Security responsibilities and receive 
awareness training on same.  

• Monitoring IT Security and report IT Security Incidents to the IT Director and take action where appropriate. 

11.3.3 Users  
• Comply with Volcanic IT Security Policy.  

• Comply with Legislation and Guidelines in Section 1.2.  

• Notify immediately the IT Director or the IT Officers of IT security breaches which come to their attention.  

• Notify immediately the IT Director of any Data Protection breaches that come to their attention. 

11.4 Security Measures  
11.4.1 Virus Control  
The deliberate introduction of malicious software to a system is a criminal offence under the Computer Misuse Act 
1990.  

• No files should be loaded on to any system from floppy disk or CD unless they have first been virus checked by IT 
Management.    

• All servers and PCs will have anti-virus software installed.  

• Where a virus is detected this will be reported immediately to IT Team who will attempt to “clean” and rebuild the 
affected PC and update the anti-virus software.  

11.4.2 Protection of Hardware from Theft  
• Volcanic Computer room is kept locked at all times.   
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• An asset register of computer equipment is maintained by Volcanic employees under whose responsibility the 
equipment is placed. 

• No equipment should be removed from any site without the approval of the IT Director - except for portable 
computers that are the responsibility of each named individual user.  

• Hardware in particularly vulnerable areas or containing sensitive data should make use of physical security 
measures such as locking office doors or installing locking devices to secure hardware to desk.    

• Redundant hardware will be disposed of in accordance with Volcanic Disposal Policy.  

11.4.3 Protection of Hardware from Accidental Damage  
• Care should be exercised when eating or drinking near IT equipment.   

• The location of all hardware (computers, printers, modems etc.) should comply with Health and Safety standards 
including the stability of the desk surface, and elimination of trailing cables.  Advice on this can be obtained from 
Volcanic’s Health and Safety Officer.  

• All personal computers and printers should be switched off when not in use for extended periods, such as 
overnight or during weekends, except for essential maintenance.   

11.4.4 Protection of Data from Hardware Loss 
• Backups of data and system programmes will be taken on a regular basis as determined by the IT Director and IT 
Officers.  

• Data should not be held locally on PCs, as this is not included in the automatic nightly backup of the network 
servers.  Data should be saved to files on the servers.  

• Backup media will be stored securely.  

• Backup recovery procedures will be tested on a regular basis as determined by the IT Director. 

11.4.5 Protection of Data from Unauthorised Access  
• Password controls must be implemented.  Passwords should have the following characteristics...  
– Be at least 5 characters long  
– Contain letters and numbers  
– Be different from the previous passwords used  
– Be user generated  

• Reports containing sensitive information (e.g. Payroll data) which require disposal should be placed in disposal 
bags for shredding as confidential waste.  

• Backups and copies of data should be stored securely off-site.  

• All storage media, including backups, should be clearly marked to avoid confusion over their contents.  

• Where appropriate, physical controls should be used to prevent unauthorised access.  

11.4.6 Protection of Connection to Other Networks  
• Volcanic LAN (Local Area Network) will not connect to any other network unless Volcanic is able to control access 
from outside users into Volcanic network.    

• Volcanic utilises Firewall protection to prevent illegal intrusion via the internet.  
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11.4.7 Software Control  
• All software must be purchased through IT Director and no software (including evaluation software) should be 
installed without permission.  

• A register of software will be maintained by the IT Team.  

• Software must not be copied, as this is an infringement of copyright and therefore illegal, this includes loading the 
software from one set of disks onto several PC’s.  

• All System Software disks will be stored securely in the IT Server Room.  These are the only proof of a legal 
license to use the software, and may be required to be produced in evidence should the Federation Against 
Software Theft (FAST) investigate. 

11.5 Reporting of IT Security Breaches  
11.5.1 Any employees can report a violation (or a suspected violation) of the above practices to the IT Director.  The 
IT Director will then assess the level of risk associated with the violation and take appropriate action to minimise the 
risk and prevent re-occurrence of the violation. 

11.6 Special Considerations for the use of Portable Computers  
All previous policy statements apply to portable computers and the following special considerations, as by their 
nature portable computers are the most vulnerable to theft or loss.  

11.6.1 Portable computers should not be left unattended ie. in a car, hotel room, office or even at home.  

11.6.2 Backups should be taken and stored securely of all sensitive information.  

11.6.3 Passwords should be used on sensitive information wherever possible.  

11.6.4 Laptop theft is the most common security breach – if confidential data is going to be stored on a laptop IT 
Services should be consulted as to how to correctly store the data  

11.7 Special Considerations for use of the Internet and Electronic Mail 
11.7.1 Volcanic Local Area Network will not be connected to the Internet using any protocol which may allow 
Internet users onto Volcanic LAN unless a Firewall is constructed between the Internet and Volcanic network and the 
IT Director validates the security of this connection.  

11.7.2 No personal computer that is attached to Volcanic Local Area Network shall connect to the Internet using 
any protocol that may allow Internet users to enter Volcanic LAN.  

11.7.3 Any information taken from the Internet will be scanned for viruses by the Anti-Virus software system before 
it is received on to Volcanic LAN.  

11.7.4 External E-mail messages entering Volcanic network will be automatically scanned for viruses.  

11.8 Using the Internet  
11.8.1 Use of the Internet by employees that can be deemed to be of an illegal, offensive or unethical nature is 
unacceptable and therefore just cause for taking disciplinary action e.g. Violation of copyright, license agreements or 
other contracts for example copying and using software for business purposes from a site where there is a clear 
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limitation for personal use only; Downloading or viewing any information which could  be considered illegal or 
offensive e.g. pornographic or racist material; Successful or unsuccessful attempts to gain unauthorised access to 
information resources - commonly known as ‘hacking’; Using or knowingly allowing someone else to use any 
computer, computer network, computer system, program or software to devise or execute any artifice or scheme to 
defraud or to obtain money, property,  services, or other things of value by false pretences, promises or 
representations; Without authorisation destroying, altering, dismantling, disfiguring, preventing rightful access to or 
otherwise interfering with the availability and/or integrity of computer-based information and/or information 
resources; Without authorisation invading the privacy of individuals or entities that are creators, authors, users or 
subjects of the information resources; for example reading the e-mail of another without permission; Using the 
Internet for political lobbying; Transmitting or causing to be transmitted, communications that may be construed as 
harassment or disparagement of others; and Violating any UK laws pertaining to the unauthorised use of computing 
resources or networks.  

11.8.2 Personal use of the Internet should only be during employees free time and should always take second 
place to the carrying out of work duties. It is not acceptable for resources and, in particular, employees time to be 
wasted in casual surfing/browsing of the Internet.  However, personal use is permitted provided all guidelines within 
this document are adhered to, accesses are minimised and are of a specific nature (as opposed to casual and 
aimless browsing), i.e. directed to a specific Web page or a particular subject matter.  

11.8.3 Employees should not log on to the Internet and remain continuously connected throughout the day. 
Employees interested in sport or the money market, for example, may be tempted to log on to the relevant Internet 
service to receive continuous updates.  This practice unfairly uses up scarce ‘bandwidth’ and will slow down 
response times for other legitimate users.    

11.8.4 Downloading of Files & Software No file should be downloaded from or via the Internet unless doing so is 
expressly permitted by the IT Director and it is in connection with the user’s job. Particular attention must be paid to 
any specified licensing specifications or other similar conditions.  Employees are not permitted to enter into any 
agreement on behalf of Volcanic. Where permission to download is not explicit to do so could be deemed to be 
‘hacking’ or in breach of copyright laws and expose Volcanic to civil and criminal liabilities. 

11.8.5 Use of E-Mail - Increasingly e-mail is being seen as the preferred mechanism for communicating not only 
internally within an organisation but also externally to other organisations outside Volcanic.  While it would be foolish 
to ignore the obvious advantages to all parties in using this technology, particularly in view of the fact that others 
external to this organisation initiate many contacts using this method, employees must accept the need to be 
professional in approach whenever communicating externally, irrespective of the medium.  
Unlike other forms of communication there are also special security issues with e-mail including the inadvertent 
introduction of computer viruses and the danger of messages being read by other than the intended recipient. This 
is particularly so for e-mail that may be sent or received via less secure networks such as the Internet.  

11.8.6 Outgoing Email - Tone and Content - Writing a letter and having it typed on headed notepaper almost 
automatically instils a ‘formality of tone’ on the author, and this is a good thing (but not forgetting the spirit of the 
‘Plain English’ campaign).  However, e-mail almost has the exact opposite effect. Tone and content tend to be much 
more relaxed and humour can be the norm and this is not necessarily a good thing when dealing with outsiders.  
Email is not a written telephone conversation.   It is difficult to put a laugh into your words even if you were smiling 
when you wrote them! Care too needs to be taken when responding to an e-mail.  The tone of response is often 
dictated by the tone of the originating message, nevertheless, without being bureaucratic or stilted or needlessly 
formal, frivolous e-mail should be avoided even where the original message may itself appear to be frivolous. Email 
being sent externally, and even e-mail being sent to another department within this organisation, that is dealing with 
business matters, i.e. not messages confirming the date and time of a meeting for example, should not be treated 
any less formally than more traditional paper-based methods of communication and, if appropriate, should be 
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approved before dispatch in the same way as a draft letter may require approval.  Clear and succinct language 
should be used and the same standard of grammar and spelling should be applied in the same way that they would 
be applied to letters on headed stationery.  Obviously it is not necessary to begin with ‘Dear ...’ or finish with ‘Yours 
sincerely ....’. ‘Business’ messages should be printed and filed in the same way as formal letters.  It may even be 
appropriate to check the Receipt box and print off and file the resulting return message if the original message is of 
particular importance and a record of receipt is thought desirable.  

11.8.7 Outgoing E-Mail attachments. It is often seen as more convenient to attach a document to an e-mail 
message than it is to send a copy, with its accompanying letter, by ordinary mail.  This might be true for the sender 
but it is not always so for the recipient and may even be problematic in respect of the network and security generally. 

11.8.8 Consider the Recipient. A document viewed by the sender using his or her own word processor or 
spreadsheet software may look to be in perfect order on screen  and when printed.  However, the recipient may be 
unable to read the document at all because he does not have the same software; his version is lower than that used 
to create the document; or his software is otherwise incompatible.  Even where a recipient’s software is able to 
‘import’ documents created by something else there may be formatting difficulties sometimes to the extent that 
extensive reworking is required on receipt to make the document readable.    

11.8.9 Outgoing E-Mail – Security. The route by which e-mail is delivered is often circuitous and may even involve 
being exposed to very insecure networks.  Users should remember that e-mail messages can be intercepted due to 
the nature of the internet.  It is possible to set up routines that can scan passing e-mail for key words without being 
detected - the Internet equivalent of phone tapping.  Consequently, employees should give very serious 
consideration to the contents of any message or attachments sent by e-mail.   

11.8.10 Outgoing E-Mail - Private Use. Management is aware that employees often make use of e-mail for private 
reasons, contacting relatives in foreign parts for example.  Personal use of e-mail is permitted provided such use is 
only during free time and is not of significant volume.  Particular attention is drawn to the above paragraph on 
security.  

11.8.11 Incoming E-Mail Know whom you are talking to. Although this may seem to be an obvious thing to do 
employees should always read who sent the message before reading, and perhaps reacting to, the message itself. 

11.8.12 Checking for Viruses. The main text of an e-mail message cannot contain a virus. Any attachments to an 
e-mail message can contain a virus and employees must take care when dealing with these.  Provided all PCs within 
Volcanic contain anti-virus software employees can assume that any attachments to email messages originating 
internally are virus-free.  However, there is no guarantee that attachments to mail received from outside Volcanic are 
similarly safe. Remember that the developers and suppliers of anti-virus software are, of course, always at least one 
step behind the creators and distributors of viruses. Employees should note that while the automatic anti-virus 
software is able to detect and can subsequently delete viruses, through either “cleaning” the attachment or removing 
the attachment altogether.  Users should be aware that attachments containing viruses can damage not only the 
host PC but potentially also the server.  A particularly dangerous type of virus is that known as a Trojan horse.  
These can arrive as e-mail attachments and, indeed, are often attached to e-mail claiming to enhance security.  
Typical actions by this type of virus include the deletion of files on the hard disc but, some can locate the user’s 
password, and anything else, by following keystrokes - a technique known as ‘sniffing’.  The sniffed data is then sent 
back to the hacker via e-mail. While there is defence against these Trojan horses’ employees can at least take steps 
to reduce the likelihood of introducing viruses of any description by following the procedures contained in the policy. 
Particular attention should be given to attachments from unknown or dubious sources.   

11.8.13 Reporting Viruses. The virus scanning software will automatically notify the user of any virus discovered in 
an attachment. However, sometimes mail messages themselves (not to be confused with the attachments) claim to 
warn of viruses and in such cases employees must pass the mail message itself, using e-mail, to the IT Director.  
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There have been some cases, although not always, in which such warnings have been hoaxes that nevertheless 
waste time and effort and cause unnecessary panic if passed on to others.  Employees must, therefore, only pass 
on such warnings to the IT Director and not to any others either within or external to Volcanic.  
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APPENDICES

APPENDIX A
1998 DATA PROTECTION ACT (SUMMARY) 

The principles of protection of Personal Data are contained within the Data Protection Act 1998 covering both 
computerised and manual data.  These impose specific requirements on Volcanic employees when handling 
Personal Data. 

These principles are:  

First Principle  
Personal data shall be processed fairly and lawfully.  

Second Principle  
Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further 
processed in any manner incompatible with that purpose or those purposes.  

Third Principle  
Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are 
processed.  

Fourth Principle  
Personal data shall be accurate and, where necessary, kept up to date.  

Fifth Principle  
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose 
or those purposes.  

Sixth Principle  
Personal data shall be processed in accordance with the rights of data subjects under this Act.  

Seventh Principle  
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of 
personal data and against accidental loss or destruction of, or damage to, personal data.  

Eighth Principle  
Personal data shall not be transferred to a country or territory outside the European Economic Area, unless that 
country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to 
the processing of personal data.. 

When handling Personal Data, employees must be aware of, and adhere to, these principles particularly with regard 
to passing data on to other users. 

If in doubt check with the IT Director.  
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APPENDIX B
IMPORTANT DO’S AND DON’TS

DO 
– Check all floppy disks, USB sticks or portable devices for Viruses  
– Save all documents to appropriate server   
– Store your backups and system disks securely off site  
– Change your confidential passwords regularly  
– Report Information Technology Security Breaches to the IT Director 

DON’T 
– Leave your PC switched on overnight or unattended for long periods of time  
– Save files locally on PC hard drive  
– Load software – any software requirements must be coordinated by IT Services  
– Remove hardware without notification of the IT Director   
–Use Personal Data unless you are sure that it is in compliance with the Data Protection Act (if in doubt check with 
the IT Director) 

For more information contact IT Director. 
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APPENDIX C
USE OF E-MAIL - THE POLICY 

1. The E-Mail system must not be used to:  
– transmit obscene, offensive or damaging material;  
– transmit threatening material or material intended to frighten or harass;  
– transmit defamatory material;  
– infringe copyright;  
– transmit unsolicited advertising or similar activities;  
– attempt unauthorised access to other networks or systems. 

2. Employees should restrict the recipients of e-mail messages to those who actually may have interest in the 
message contents.  The occasional general interest message or query to all for example is permitted but on-going 
e-mail conversations, which may be of little interest to many of the recipients, should be restricted.   

3. Employees should check e-mail inboxes at least daily and provide responses appropriate to the importance of the 
message.

4. In order to ensure an efficient service unwanted messages should be deleted. 

5. Employees have the ability to protect their own e-mail account through the use of passwords and should use this 
facility using passwords not easily detectable. Employees will be held accountable for all e-mails originating from 
their own account, therefore password protection is of utmost importance. 

6. Unauthorised access to other users’ e-mail accounts is prohibited. 

7. E-mail messages must be clear and concise and, for external messages, tone and content must be suitable for a 
business communication and appropriate to the medium. 

8. Formal communications i.e. where otherwise a Volcanic-headed letter may have been used, should be printed 
and filed, along with any attachments, in the appropriate Registered File. 

9. No passwords of any description may be transmitted via e-mail. 

10. In order to ensure appropriate corrective action is taken, and no unnecessary panic is caused by hoaxes, 
employees must report any virus incidents immediately, or any other apparent breach in security, to the IT Security 
Officer.  Employees must not take it upon themselves to issue warnings to employees within or outside Volcanic. 

11. Personal use of E-mail is permitted provided the above rules and guidelines are followed; such personal use is 
restricted to employees’ free time and is kept to reasonable levels.  Employees are also instructed to include the 
disclaimer below in all personal e-mail: 

“This e-mail is a personal communication and is not authorised by or sent on behalf of any other person or Volcanic” 
Abuse of this privilege will result in its withdrawal and possible disciplinary action against the employees concerned. 

12. Failure to comply with this policy may result in disciplinary action.   
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