
Feel secure
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The safest and most reliable recruitment 

platform on the market



Volcanic offers a fully redundant, hi availability hosting environment, which is operated 

and maintained by an experienced group of full time staff within Volcanic.

We use a content delivery network (CDN), which uses 20+ edge locations all over the world to save a copy of your site.  

When your domain is requested, the most local server is used to fulfil the request.  This significantly increases the first 

page load time, as this can often take 20 seconds or more if a single server is used.  Subsequent requests are faster as 

the visitor continues to browse the site, as the server is much closer.

We automatically compress (using gzip), minify (remove any whitespace) and concatenate (join together) assets (css 

+ javascript) which is used to render your site.  This process is done every time your website is updated, and these files 

are automatically distributed to all edge locations using the CDN.

Volcanic use a load balancer to distribute your traffic across our network of servers.  We currently use around 16 

servers, hosted with Amazon, to deliver all websites.  These servers have health checking in place, and will gracefully 

be removed from the group if they fail.  As traffic increases across our customer base we continually provision new 

servers or scale up existing server to deal with the demand.

We are 100% transparent with any issues on our platform and publish all performance data at:

http://status.volcanic.co.uk

Your are in safe hands as our platform currently deals with around 8 million requests per day (5000 requests per 

minute), so any traffic spikes you may have in your website will be accommodated by our network.  In contrast if you 

choose to use a single or pair of servers to deliver your site, you can easily reach the limits of those servers during even 

a moderate botnet attack or spidering.

All of our app servers are safely protected on an internal network, and are not publically accessible.  Requests are 

made through a load balancer, which is public facing and this routes requests internally to our app servers.  Our 

database servers are also on a private network which doesn’t allow public access.  The database server can only be 

accessed by the app servers, not even by staff at Volcanic.

We conduct a monthly PCI (Payment Card Industry) scan on our network to check for vulnerabilities.  As most of our 

network is private, this makes our infrastructure easier to test and secure from external threats.

All password are encrypted using one way encryption - this means it is not possible for us to decrypt users’ password 

in the event of a data breach.



The Volcanic platform is built using Ruby on Rails.  The webserver is Unicorn using NGINX as a reverse proxy.  Static 

assets are served using Amazon S3 and Amazon Cloudfront.  The databases used are: MySQL, Redis and Memecache, 

all of which are setup in a high availability environment. The app servers are CPU optimised Amazon EC2 instances, 

to deliver the fastest websites possible, using the latest hardware.  These are automatically provisioned using Chef, in 

a controlled managed environment.  All servers are spread across at least 2 availability zones to protect against high 

level hardware failure within Amazon.

Most sites are delivered over SSL. Volcanic will arrange for your certificate and will install it on our load balancer and 

CDN.  This certificate is provided by Comodo.

Here is an example DNS query against one of our domains. You will notice that it returns a number of IPs,  

each of which are capable of routing the traffic to the most local server.

;; QUESTION SECTION:

;www.volcanic.asia.  IN A

;; ANSWER SECTION:

www.volcanic.asia. 59 IN A 52.85.63.107

www.volcanic.asia. 59 IN A 52.85.63.181

www.volcanic.asia. 59 IN A 52.85.63.200

www.volcanic.asia. 59 IN A 52.85.63.173

www.volcanic.asia. 59 IN A 52.85.63.147

www.volcanic.asia. 59 IN A 52.85.63.129

www.volcanic.asia. 59 IN A 52.85.63.198

www.volcanic.asia. 59 IN A 52.85.63.217

For reference only: (request made in Apr 16)

;; QUESTION SECTION:

;www.jxt.com.au.   IN A

;; ANSWER SECTION:

www.jxt.com.au.  29 IN A 113.192.21.104

;; QUESTION SECTION:

;www.4mat.com.   IN A

;; ANSWER SECTION:

www.4mat.com.  171 IN A 62.231.150.66
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