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We are delighted to be partnering yet again with Vacancysoft  
to provide insight into recruitment activity in the insurance industry.

 
Cyber security continues to be a topic which draws headlines. Whether it’s allegedly Russian 

hackers seeking to influence elections or more traditional attacks which seek to separate 
companies from their finances, we seem to read about IT attacks almost every week.  

But how is that being reflected by hiring patterns for IT security staff in England and Wales?  
This report assesses the specialist and sub-specialist roles which firms are looking to fill, which 

firms are announcing those vacancies and which industries those firms are from.
 

Should you like to know more about current activity in the employee landscape,  
please contact Oliver James Associates.

Nick Godson 
Group Director

https://www.ojassociates.com/
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Overview
The number of vacancies for IT Security staff in the 

Financial Services industry in the United Kingdom 

and the Crown Dependencies in the 12-month 

period ended 31 March 2017 was 9% lower than 

the number in the 12-month period ended 31 March 

2016. However, while the 12 months ended 31 

March 2016 were characterised by a downwards 

trend in the number of newly announced posts each 

month, the most recent 12-month period saw an 

upwards trend. That was due to strong demand 

in Q1 2017, which was the best quarter in the 

24-month period under review.

The 2017 edition of the Kroll Annual Global 

Fraud and Risk Report found that 92% of UK 

firms reported they had suffered a cyber-attack  

or information loss in the 12 months ended July 

2016. That rate was seven percentage points higher 

than the global average (85%) and second only  

to Colombia. However, companies worldwide 

appear reluctant to increase expenditure on cyber-

security. According to the 19th Global Information 

Security Survey 2016 – 17 from EY, 62% of firms 

would not spend more on cyber-security if they 

experienced a security breach that appeared  

to do no harm. Might this reluctance partially  

explain the lower number of IT security vacancies? 

The 2016 Data Breach Investigations Report by 

Verizon found that of 64,199 cyber-security incidents 

worldwide, only 1,368 involved victims from the 

Finance industry, a considerably lower percentage 

than one might expect. The Bank of England’s 

2016 Financial Stability Report noted that “The first 

round of the CBEST vulnerability testing programme  

is now materially complete” and pointed out that 30 

of the 35 core firms and FMIs have now completed 

the CBEST tests, three times as many as in 2015.  

It is possible that as FinServ companies brought  

their IT Security departments up to required 

standards they then looked to maintain staffing 

levels rather than to continue to increase  

team sizes. 

https://www.ojassociates.com/
http://vacancysoft.com/
http://www.kroll.com/en-us/global-fraud-report
http://www.kroll.com/en-us/global-fraud-report
http://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2016-pdf/%24FILE/GISS_2016_Report_Final.pdf
http://www.ey.com/Publication/vwLUAssets/ey-global-information-security-survey-2016-pdf/%24FILE/GISS_2016_Report_Final.pdf
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.bankofengland.co.uk/Pages/reader/index.aspx?pub=fsrnov16&page=1
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Analysis by Region
Given the dominant role which the capital plays 

in the Financial Services industry, it is no surprise 

that Greater London accounts for the lion’s share of 

FinServ IT Security posts. In the 24-month period 

ended 31 March 2017 the region had 51% of the 

UK’s FinServ IT Security vacancies. However, that 

is a smaller share than the capital has in the total  

of all FinServ positions: in the 24-month period 

under review Greater London accounted for 60%  

of all newly announced posts in the Financial 

Services industry. 

With questions being asked about London’s 

post-Brexit future as financial centre and the cost  

of running an office in the regions being reportedly 

40% less than in London, one might expect to 

see more FinServ IT Security posts moving to the  

regions. Indeed, the number of vacancies in the 

capital in the 12-month period ended 31 March 

2017 was lower than in the previous 12-month 

period, down by 3%. However, that fall was less 

than the 9% fall in FinServ IT Security vacancies in 

the UK as a whole, meaning that Greater London 

actually increased its dominance with regard to 

those posts. 

Digging deeper into the data to look at the sub-

regional level, the two most noticeable changes 

are the large falls in the number of vacancies  

in Wiltshire and Manchester. The 47% decrease  

in the number of vacancies in Wiltshire was mostly 

due to Nationwide announcing 46% fewer new 

IT Security posts at its national headquarters  

in Swindon. In Manchester the 52% fall in newly 

advertised positions was the result of “Zombie 

lender” Williams & Glyn announcing 73% fewer 

IT Security vacancies and The Co-operative 

Bank, which put itself up for sale in February this 

year, announcing 58% fewer new openings than 

in the 12-month period ended 31 March 2016.  

The growth in vacancies in Leeds was, in the most 

part, attributable to Lloyds Bank.

 

  FinServ IT Security Vacancies, Major Regions
The UK & Crown Dependencies, Apr '15 - Mar '16 vs Apr '16 - Mar '17

 

FinServ IT Security Vacancies, Selected Smaller Regions
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https://www.ojassociates.com/
https://www.theguardian.com/business/2017/apr/26/london-financial-centre-brexit-eu-paris-frankfurt-uk
https://www.sdi.co.uk/knowledge-hub/articles/insight/grow-your-london-cyber-security-firm-in-scotland
http://www.thisismoney.co.uk/money/markets/article-4383676/RBS-spin-Williams-Glyn-totter-months.html
http://www.thisismoney.co.uk/money/markets/article-4383676/RBS-spin-Williams-Glyn-totter-months.html
https://www.theguardian.com/business/2017/feb/13/for-sale-co-op-bank-looks-for-buyers
https://www.theguardian.com/business/2017/feb/13/for-sale-co-op-bank-looks-for-buyers
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In terms of sub-specialisms for IT Security staff, 

the two largest roles over the 24-month period 

under review, Information Security Managers and 

IT Risk Management, saw very different change 

over the two 12-month periods. By far the largest 

growth in number of vacancies came in demand for 

Information Security Managers, where there was 

an increase of 81% in newly announced openings 

12-month period on 12-month period. The 

Insurance sector was responsible for a significant 

amount of that growth, with Aviva, Direct Line and 

RSA all recording double-digit rises in vacancies 

for those specialists. However, the vast majority 

of the new openings announced by RSA came in 

Q1 2017, after the news in January 2017 that the 

company had been fined £150,000 for failing to 

properly secure customer data. 

An interesting result is the double-digit rise in 

Information Security Manager posts announced by 

Lloyds Banking Group in the 12 months ended 31 

March 2017 compared to the previous 12-month 

period. That is a sharp contrast to the 50% fall in 

vacancies for all positions which the group advertised 

then, and job cuts announced this month.

The largest fall 12-month period on 12-month period 

in number of vacancies was for IT Risk Management 

staff. In terms of demand for those specialists from 

individual companies, JP Morgan, Nationwide, and 

Williams and Glyn all had double-digit falls in newly 

announced posts. There were even larger falls in 

percentage terms in demand for both Security 

Analysis staff (down by 45%) and Security Specialists 

(down by 42%). However, some firms did announce 

increased numbers of openings for these three sub-

specialisms, with the Insurance sector often leading 

the way. Direct Line announced more vacancies in 

all three of these sub-specialisms in the 12 months 

ended 31 March 2017 than it had in the previous 

12-month period. Aviva had increases for two  

of those sub-specialisms and unchanged demand 

for the third. 

Sub-specialisms

  FinServ IT Security Vacancies by Sub-specialism
The UK & Crown Dependencies, Apr '15 - Mar '17

 

FinServ IT Security Vacancies, by Sub-specialism
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https://www.ojassociates.com/
http://vacancysoft.com/
http://www.telegraph.co.uk/business/2017/01/10/rsa-hit-150000-data-fine-stolen-customer-files/
http://uk.reuters.com/article/uk-lloyds-jobs-idUKKBN1771CL
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Breakdown by Company
Breaking down the data into the vacancies 

announced by individual companies produces 

some interesting results. The most striking 

change is that all three of the firms which 

announced the largest numbers of IT Security 

vacancies in the 24-month period under review 

had significantly fewer vacancies 12-month 

period on 12-month period. All of those 

three, JP Morgan, Barclays and Nationwide,  

are from the banking sector, and they had falls of 

18%, 16% and 46%, respectively. However, three 

other top-10 firms from the banking sector showed 

good growth in vacancies, with Bank of America, 

Lloyds and HSBC announcing, respectively, 127%, 

45% and 38% more new openings 12-month 

period on 12-month period. Taken as a whole, 

the top 10 firms in terms of number of vacancies 

announced in the 24-month period under review 

had 3% fewer vacancies in the 12-month period 

ended 31 March than in the previous 12-month 

period, which is a smaller fall than that of the 

industry as a whole. The majority of the fall in 

demand was attributable to the firms ranked from 

11 to 20, which together saw a 35% drop in the 

number of vacancies. 

Only two companies from the Insurance sector 

were in the top ten, but both had triple-digit 

percentage growth 12-month period on 12-month 

period: Direct Line was up by 108% and Aviva was 

up by 220%, by far the best result from the top 10 

firms. 

The Insurance sector was the only one of the 

four FinServ sectors which had more IT Security 

vacancies in the 12-month period ended 31 March 

than in the previous 12-month period. The growth 

of 39% 12-month period on 12-month period 

recorded by the Insurance sector would normally 

be at least impressive, but it becomes close to 

excellent when one considers that the other three 

sectors in the industry together saw a 17% fall in 

the number of newly announced posts.

  FinServ IT Security Vacancies, Top 10 Firms
The UK & Crown Dependencies, Apr '15 - Mar '16 vs Apr '16 - Mar '17

 

FinServ IT Security Vacancies, by Company Ranking
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https://www.ojassociates.com/
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About Oliver James
Established in 2002, Oliver James Associates is a global specialist recruitment partner to 
the Financial Services, Professional Services, Commerce & Industry sectors. Our shared 
values define our working practices and help guide our decisions, actions and behaviours; 
innovation, passion, adaptability, partnership, respect and excellence. At the core of our six 
values is the collective aspiration to be the most valued and essential recruitment partner, 
globally. 

We recruit up to C-suite level across key markets in the UK, Ireland, continental Europe, 
US and Asia Pacific, offering retained, contingency, contract and interim search services. 
Excellence in delivery is embedded in our culture. We identify and place the best talent for 
our partners across 14 vertical markets, developing local and international relationships built 
on trust and uncompromising ethics and integrity.
 
Our global teams of specialist consultants are experts in their vertical markets with an 
unrivalled network of mid to senior level professionals worldwide. Our consultants anticipate 
market demand and successfully deliver on identifying, attracting and placing rare talent 
within their areas of expertise, creating long-term value for our partners.

ojassociates.com

About Vacancysoft
Vacancysoft is a subscription-based data publisher for the Recruitment Industry. Established 
in 2006, we now have thousands of subscribers worldwide, clients range from FTSE listed 
businesses to industry specialists, whereby we optimise business development and client 
care.

Our Vacancy Tracker provides real-time updates of the latest vacancies being published  
on company websites, with every user having the ability to create their own personalised 
feed. Sign up for a free trial at vacancysoft.com/FreeTrial

Our Market Reports are written in partnership with leading organisations in the recruitment 
industry providing unique analysis and insight on the latest trends and are frequently quoted 
in leading business media. Please email our support team at support@vacancysoft.com  
if you have any specific questions regarding this report.

Our Recruitment Industry Insights Newsletter contains all the reports, along with other 
analysis we produce and are published to all relevant people in the recruitment industry. 
Register for our newsletter at vacancysoft.com/Newsletter

Our Business Intelligence Unit then works with clients to provide bespoke solutions 
enabling greater insight on market trends enhancing strategy and planning. Contact us  
to find out more at support@vacancysoft.com

vacancysoft.com

Contacts details
Get in touch with our Client Relationship Team

https://www.ojassociates.com/
http://vacancysoft.com/
http://ojassociates.com
http://goo.gl/AOTODc
http://goo.gl/PvqZyx
http://goo.gl/D83w2V
mailto:support%40vacancysoft.com?subject=
http://goo.gl/4oRKLn
http://goo.gl/KivnMR
http://goo.gl/rJfU4E
mailto:support%40vacancysoft.com?subject=
http://goo.gl/PajsIQ



