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The GDPR - a positive force for change
Do you feel ready for the General Data Protection Regulation (GDPR), set to become law in May? Are you confident that
your technology will support your business, by allowing the data subject rights required, avoiding the potential of data
breach and delivering security in the new legislative climate?
At Volcanic, we’re seeing the GDPR as a positive force for recruiters, giving the industry the opportunity to clean up its
databases, ensuring all their data is accurate and up to date and so making it easier to track strong candidates.
Furthermore the candidate experience will be improved, as individuals will only receive relevant information from
companies they’ve agreed to hear from. And last but not least, the new legislation will give you better candidate
management and more targeted marketing through better data. The GDPR represents a new opportunity for recruiters
to differentiate their brand in front of clients and candidates.

Control is king
In the post-May 2018 climate, putting control into the hands of the candidate will be key - and is a fundamental change
brought about by the GDPR.
As leading technology providers to the recruitment industry, Volcanic has developed a comprehensive programme
of new releases based on our candidate-first approach. These upgrade our platform to support all of our clients in
achieving compliance with their GDPR obligations.
This guide sets out the programme of new platform releases Volcanic has implemented to support the GDPR obligations
of all our clients under the new Data Protection Bill.

Neil Pickstone
Co-founder
Volcanic

Setting up your website to
help you achieve GDPR compliance

MAR15 V2 issued 09.4.18

volcanic

3

Contents
04

Candidate rights under the

GDPR

05

Volcanic platform updates

06

Volcanic - helping you meet
your GPPR obligations

09 Candidate rights and the
Volcanic response

10
14

The right to be informed
The right to rectification

Setting up your website to
help you achieve GDPR compliance

17

The right to erasure (right to be
forgotten (RTBF))

20

The right to data portability

23

The right to restrict processing

25

The right to object

29

The right of access (Subject
Access Request or SAR)

33

Rights in relation to
automated decision making

MAR15 V2 issued 09.4.18

volcanic

4

Candidate rights under the GDPR
Every recruitment website should function as a management tool within the new data protection climate to help the
recruitment company manage data effectively while protecting the rights of every data subject, i.e. the individual whose
data is being received, handled or stored.
To support our clients in their GDPR journey, we have developed a new secure compliance area in our web platform.
Within this area, our new candidate dashboard allows candidates to self-manage all data transactions with complete
confidence in their data security.
Under the terms of the GDPR, these rights include:
1.
2.
3.
4.
5.
6.
7.
8.

The right to be informed
The right to rectification, i.e. to update or correct their data
The right to erasure - the right to be forgotten or RTBF
The right to data portability
The right to restrict processing
The right to object
The right of access - Subject Access Requests or SARs
Rights in relation to automated decision making.

In addition to these rights the individual (the data subject) also has the right to know:
●● The identity and contact details of the data controller and, where applicable, the data controller’s representative, as
well as the identity and contact details of the data protection officer. The data protection officer may be employed
by the recruitment company, or may be an external consultant
●● The purpose of the processing and the lawful basis for the processing - this is important relative to LinkedIn data
scraping
●● The legitimate interests of the controller or third party, where applicable
●● The categories of personal data
●● Any recipient or categories of recipients of the personal data
●● Transfers to third country and safeguards
●● Retention period or criteria used to determine the retention period
●● The right to lodge a complaint with a supervisory authority
●● The source the personal data originates from and whether it came from publicly accessible sources, such as
LinkedIn
●● Whether the provision of personal data is part of a statutory or contractual requirement or obligation and possible
consequences of failing to provide the personal data
●● The existence of automated decision making, including profiling and information about how decisions are made,
the significance and the consequences.
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Volcanic platform updates
In order to support Volcanic’s compliance as well as help support all of our clients meet their obligations under the Data
Protection Bill, we have implemented an extensive programme of platform changes that addresses the specific rights of
the individual and mirrors the requirements of the GDPR.
This guide sets out to explain the new Volcanic compliance area and the new self-service candidate dashboard and
gives you advice on how to set up your website to help support your GDPR obligations.
Here, we list each of the candidate rights established under the GDPR, how the Volcanic platform addresses these and
give a step-by-step guide of what you need to do.
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Volcanic - helping you meet your GPPR
obligations
Your new compliance area
We have developed a new compliance area built with the core principles of the GDPR in mind. As much as we have
strived to capitalise on the these principles to provide a candidate-first experience, we have also ensured that Privacy by
Design remains central to our platform today, but critically will be fundamental to sustain this compliance as set out in
the GDPR obligations.

Understanding your security area
At Volcanic, we take security very seriously. We provide comprehensive information about the security of our platform
and the actions we take to monitor the platform, implement security measures and perform maintenance and updates.
This is required by the GDPR so we’ve made this information easily accessible to you. It is also clear, concise and
provides a visible audit for anyone wanting to assess that your technical and organisational measures are appropriate to
comply to the GDPR obligations
Within the Admin Area, under the Compliance - Security tab, you may access this security area, shown below.
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Understanding your security area
This is where all information relating to the functionality, performance and new releases to the Volcanic platform
is reported, logged and stored. You will also find important documentation around Volcanic’s GDPR compliance as
vendors, our DPA and some helpful tutorials.
This information includes:
- Releases
Logged by version number and date stamped, this is a complete list of every release that is implemented on the Volcanic
platform, including an overview of what the release means and the area of the platform it corresponds to. It is fully
auditable.
- Performance
This reports on performance across the Volcanic system. An extract from the latest system report is shown below, for
illustrative purposes only.
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Understanding your security area
●● Announcements
This is where we provide announcements of important upcoming platform changes, planned maintenance and
emergency amendments.
●● Security audits
This area details a technical assessment of the platform, including security scans, penetration tests, any known issues
and planned actions and is designed to provide evidence of how Volcanic prevents security breaches. All actions are
logged and time and date stamped with full status updates.
●● Incidents
Creating an incident log is the best way to track an issue such as a service disruption, so that it can be monitored,
evaluated and corrected, as well as providing valuable technical feedback.
●●

Connected integrations

This area will highlight all active system integrations so you can review how all data is exchanged between each system.
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Candidate rights and the Volcanic
response
Where to start: getting the basics right
●● Upload your data representatives’ details
The first step in setting up your website to get GDPR-ready is to upload your designated data representatives’ contact
details. Your main data representative should be the contact you have registered with the Information Commissioner’s
Office (ICO).
How do I do this?
Go to your website’s Admin Area - Compliance tab in the left hand menu - Data
representatives tab.
This will bring up the following screen - here we show a Volcanic example for
illustrative purposes only.
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1. The right to be informed
●● The right to be informed encompasses the recruiter’s obligation to provide ‘fair processing information’ through a
privacy notice
●● It emphasises the need for transparency over how you use personal data.
We highly recommend that you review your current privacy policies and have them updated before the new data
protection bill becomes law. They will need to be updated in line with the GDPR.
What should the privacy policy include?
●●
●●
●●
●●
●●
●●
●●
●●
●●
●●
●●
●●
●●

The identity, contact details and details of your representative
The contact details of your data protection officer (DPO)
The purpose and legal basis of processing. Where legitimate interest is relied on, details of those interests
The right to withdraw consent (if this is the basis for any processing)
The categories of data processed
The recipients or categories of recipients of personal data
The source of the personal data, including use of public sources (when personal data is obtained from a third party)
Details of any intended transfer outside the Union, including details of safeguards relied upon and the means to
obtain copies for transfer agreements
The period for which data will be stored or the criteria used to determine this period
A list of the individual’s rights, including the right to object to direct marketing, make a subject access request (SAR)
and request the right to be forgotten (RTBF)
Details of any automated decision making, including details of the logic used and potential consequences for the
individual
Whether provision of data is a statutory or contractual requirement, whether disclosure is mandatory and the
consequence of not disclosing personal data
The right to complain to a supervisory authority.
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How does the Volcanic platform support
my GDPR obligations?
To upload your privacy policy
Adding a new privacy policy is straightforward.
Enter your Admin Area and click the Compliance tab in the left hand menu. In the drop down menu select the Consent
tab. Here, you will see that you can upload all the Legal Messages or Agreements or Preferences you need. You can add
additional Messages as you require. (NB the wording of these Message titles can be changed as you require).
Click the New document button at the top right of the page to create a new policy. Once created, this can be viewed by
clicking the + in the Privacy Policy bar.
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Version control
Version control is critically important when adding and updating your privacy policies. This will help support pre and
post Privacy Directive messaging, and will show which version of your privacy policy every individual has consented or
objected to. This also ensures accurate data logging and audit control.
Below shows an example of how the version control for the Privacy Policy is logged.

The obligation is on the recruiter to inform individuals of their right to object at the first point of communication and in
your privacy notice. The Volcanic platform gives individuals ease of accessibility and visibility to your privacy notices as
long as they have been uploaded.

Setting up your website to
help you achieve GDPR compliance

MAR15 V2 issued 09.4.18

volcanic

13

Version control
The Volcanic platform records the fact that an individual has agreed to the privacy policy within their candidate
dashboard, shown below.

Consent history
The Volcanic platform also records which messages individuals have agreed to within the Admin Area - Users tab. This
allows you to view an individual's consent history, as shown below. Searching in Compliance - Users allows you to view
all individuals who have given consent.
So, in the example here, you can see that the user has consented to the privacy policy as shown in their candidate
dashboard above. Incidentally, you can also see that this user has given but subsequently withdrawn consent for other
activities, listed with the version number for control and auditing purposes.
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2. The right to rectification
●● The GDPR gives individuals the right to have personal data rectified, i.e. corrected and updated
●● Personal data can be rectified if it is inaccurate or incomplete.
When should personal data be rectified?
●● Individuals are entitled to have personal data rectified if it is inaccurate or incomplete
●● If you have disclosed the personal data in question to third parties, you must inform the third
party of these changes where possible
●● You must also inform the individuals about the third parties to whom the data has been
disclosed, where appropriate.
How long do I have to comply with a request for rectification?
●● You must respond to the request and action it within 40 calendar days.
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How does the Volcanic platform support
my GDPR obligations?
The Volcanic self service candidate dashboard makes this straightforward. All the data collected on an individual is
shown within the individual’s dashboard area and can be updated by the individual.
As you can see, if the individual wishes to amend and correct this data they may edit this in real time. For example, a
person may add their image, edit account details and register. This is also where they upload their CV to complete their
profile.
Below are two screenshots of the same dashboard - one where a candidate has registered, and agreed to the
Preferences requested. The second shows that more information has been added.
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As you can see, this is also where an individual may make a Subject Access Request and Right To Be Forgotten Request more on these to follow.
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3. The right to erasure (right to be
forgotten (RTBF))
●● The right to erasure is also known as the right to be forgotten
●● The broad principle underpinning this right is to enable an individual to request the deletion or removal of personal
data where there is no compelling reason for its continued processing.
When does the right to erasure apply?
The right to erasure does not provide an absolute ‘right to be forgotten’. Individuals have a right to have personal data
erased and to prevent processing in specific circumstances:
●● The personal data is no longer necessary in relation to the purpose for which it was originally collected and/or
processed
●● The individual withdraws consent. By having consent, this request must be complied with. If we didn’t have consent
we could use ‘legal business reasons’ for having this information
●● The individual objects to the processing and there is no overriding legitimate interest for continuing the processing
●● The personal data has been unlawfully processed, i.e. otherwise in breach of the GDPR
●● The personal data has to be erased in order to comply with a legal obligation
●● The personal data is processed in relation to the offer of information society services to a child.
Under the GDPR, this right is not limited to processing that causes unwarranted and substantial damage or distress.
However, if the processing does cause damage or distress, this is likely to make the case for erasure stronger.
There are some specific circumstances where the right to erasure does not apply and you can refuse to deal with a
request.
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How does the Volcanic platform support
my GDPR obligations?
It is important to note that you have the ability to configure the RTBF function in the Admin Area to turn off this
functionality. If you should choose to have the RTBF function disabled on your website, we strongly suggest that you
make provision for this request to be made and handled by yourselves in an alternative way.
How does an individual request the RTBF?
Within the Volcanic platform, individuals can request the right to be forgotten (RTBF) by accessing their dashboard area
and clicking on the right to be forgotten request link.

The individual will be presented with a RTBF screen which directs them clearly through the process. This process is
started by clicking the Request button, as shown below. (Note this wording is an example for illustrative purposes only)
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Once the Submit request button has been clicked, the individual will be returned to their candidate dashboard,
where the below message clearly shows that the request has been logged, as well as and time and date stamped. The
individual will also receive an email acknowledging the request and reminding them of their right to cancel.
The individual may cancel the request by clicking the Cancel request link at any time until it has been actioned.

How do I action the request?
Step one is to check that you have uploaded your main data representative’s details in the Admin Area - Compliance tab
- Data representative, as outlined earlier in this document.
The data representative you have set up will automatically receive an immediate notification by email that there is a new
right to be forgotten (RTBF) request. They will also receive a reminder notification seven days before the request is due
to be completed.
The data representative or any admin user should action the request by logging in to the Admin Area - Compliance RTBF tab. This is where all RTBF requests are recorded and date stamped. This is where the approval can be given by the
data representative by changing the setting to ‘Set as Completed’.
The hard delete after notification from your data representative will be automatic. Once deleted the record will be
recorded as completed. The log of this will be time and date stamped for audit purposes.
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4. The right to data portability
The right to data portability allows individuals to obtain and reuse their personal data for their own purposes across
different services.
It allows them to move, copy or transfer personal data easily from one IT environment to another in a safe and secure
way, without hindrance to its usability.
Some organisations in the UK already offer data portability through the Midata and similar initiatives which allow
individuals to view, access and use their personal consumption and transaction data in a way that is portable and safe.
It enables consumers to take advantage of applications and services which can use this data to find them a better deal,
for example, or help them understand their spending habits.

Setting up your website to
help you achieve GDPR compliance

MAR15 V2 issued 09.4.18

volcanic

21

When does the right to data portability
apply?
The right to data portability only applies:
●● To personal data an individual has provided to a controller
●● Where the processing is based on the individual’s consent or for the performance of a contract
●● When processing is carried out by automated means.
You must provide the personal data in a structured, commonly used and machine readable form. Open formats include
csv files. Machine readable means that the information is structured so that software can extract specific elements of the
data. This enables other organisations to use the data.
The information must be provided free of charge.
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How does the Volcanic platform support
my GDPR obligations?
Individuals can login to the candidate dashboard to easily download their data in a CSV format at the click of a button,
as per the illustrative example below.
Note that this functionality is configurable within the Volcanic platform and may be switched off by the admin user.
This means it will not display on the candidate dashboard. If you should choose to have this function disabled on your
website, we strongly suggest that you make provision for this request to be made and handled by yourselves in an
alternative way.

Setting up your website to
help you achieve GDPR compliance

MAR15 V2 issued 09.4.18

volcanic

23

5. The right to restrict processing
Individuals have a right to ‘block’ or suppress processing of personal data. When processing is restricted, you are
permitted to store the personal data, but not further process it. You can retain just enough information about the
individual to ensure that the restriction is respected in future.
When does the right to restrict processing apply?
You will be required to restrict the processing of personal data in the following circumstances:
●● Where an individual contests the accuracy of the personal data, you should restrict the processing until you have
verified the accuracy of the personal data
●● Where an individual has objected to the processing (where it was necessary for the performance of a public interest
task or purpose of legitimate interests), and you are considering whether your organisation’s legitimate grounds
override those of the individual
●● When processing is unlawful and the individual opposes erasure and requests restriction instead
●● If you no longer need the personal data but the individual requires the data to establish, exercise or defend a legal
claim.
You may need to review procedures to ensure you are able to determine where you may be required to restrict the
processing of personal data.
If you have disclosed the personal data to third parties, you must inform them about the restriction on the processing of
the personal data, unless it is impossible or involves disproportionate effort to do so.
You must inform individuals when you decide to lift a restriction on processing.
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How does the Volcanic platform support
my GDPR obligations?
You must suspend a user's data from being processed within the system. The Volcanic system supports this by
suspending all transactions that occur within the Volcanic platform - this can be achieved by simply suspending the
user.
Within your Admin Area go to the Users tab and search for the individual. Bring up their details by clicking their name
and click the Suspend User button to prevent any further processing of data, as shown below.
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6. The right to object
Individuals have the right to object to:
●● Processing based on legitimate interests or the performance of a task in the public interest/exercise of official
authority (including profiling)
●● Direct marketing (including profiling)
●● Processing for purposes of scientific or historical research and statistics.
How do I comply with the right to object if I process personal data for the performance of a legal task or my
organisation’s legitimate interests?
Individuals must have an objection on “grounds relating to his or her particular situation”.
You must stop processing the personal data unless:
●● You can demonstrate compelling legitimate grounds for the processing, which override the interests, rights and
freedoms of the individual
●● The processing is for the establishment, exercise or defence of legal claims.
You must inform individuals of their right to object “at the point of first communication” and in your privacy notice.
This must be “explicitly brought to the attention of the data subject and shall be presented clearly and separately from
any other information”.
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How do I comply with the right to object
if I process personal data for direct
marketing purposes?
You must stop processing personal data for direct marketing purposes as soon as you receive an objection. There are no
exemptions or grounds to refuse.
You must deal with an objection to processing for direct marketing at any time and free of charge.
You must inform individuals of their right to object at the point of first communication and in your privacy policy. This
must be “explicitly brought to the attention of the data subject and shall be presented clearly and separately from any
other information.”
The quickest way to stop processing personal data is to suspend the user, as outlined above.
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How does the Volcanic platform support
my GDPR obligations?
You may consider sending out job alerts as marketing communications. Job alerts can be disabled, but will appear as
a default setting in the compliance area. These emails have been identified as electronic communications and so fall
within the terms of the ePrivacy Directive.
Here, it’s important to understand the relationship between the GDPR and the ePrivacy Directive. Simply put, the GDPR
provides overarching legislation to govern all aspects of processing personal information whereas the ePrivacy Directive
has a tighter focus on communications and online services.
The Privacy and Electronic Communications Regulations (PECR), which implement the ePrivacy Directive, sit alongside
the GDPR. They give people specific privacy rights in relation to electronic communications with specific rules on
marketing calls, emails and texts, among others.
If you ask for consent, you must give the right to withdraw it.
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How can an individual withdraw
consent?
If an individual wishes to object to receiving job alerts, they may withdraw consent by clicking the unsubscribe link in an
individual email, or sign in to their candidate dashboard and unsubscribe from email alerts, as shown below.

Alternatively if the user requests that they should be unsubscribed, this can
be achieved by an admin user within the Admin Area, in the Users tab. Go
to users and search for the individual concerned.
You may click on their profile, look at their email preferences and set the
condition to ‘Never’, which will prevent any further processing of their data,
as shown.
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7. The right of access (Subject Access
Request or SAR)
●● Individuals have the right to access their personal data and supplementary information
●● The right of access allows individuals to be aware of and verify the lawfulness of the processing.

What information is an individual entitled to under the GDPR?
Under the GDPR, individuals will have the right to obtain:
●● Confirmation that their data is being processed
●● Access to their personal data
●● Other supplementary information – this largely corresponds to the information that should be provided in a privacy
notice (see Article 15).
What is the purpose of the right of access under GDPR?
The GDPR clarifies that the reason for allowing individuals to access their personal data is so that they are aware of and
can verify the lawfulness of the processing (Recital 63).
Can I charge a fee for dealing with a Subject Access Request?
You must provide a copy of the information free of charge. However, you can charge a ‘reasonable fee’ when a request is
manifestly unfounded or excessive, particularly if it is repetitive.
You may also charge a reasonable fee to comply with requests for further copies of the same information. This does not
mean that you can charge for all subsequent access requests.
How long do I have to comply?
Information must be provided within 28 calendar days of receiving the request.
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How does the Volcanic platform support
my GDPR obligations?
It is important to note that you have the ability to configure the subject access request in the Admin Area to turn off this
functionality. If you should choose to have the SAR function disabled on your website, we strongly suggest that you
make provision for this request to be made and handled by yourselves in an alternative way.
How does an individual make a Subject Access Request (SAR)?
Individuals can make a subject access request (SAR) by logging in to their dashboard and clicking on the subject access
request link.
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The individual will be taken to a screen which directs them clearly through the process. This process is started by
clicking the Request button, as shown below. (Note this wording is an example for illustrative purposes only.)

Once the submit request button has been clicked, the individual will be returned to their candidate dashboard,
where the below message clearly shows that the request has been logged, as well as and time and date stamped. The
individual will also receive an email acknowledging the request and reminding them of their right to cancel.
The individual may cancel the request by clicking the Cancel request link at any time until it has been actioned.
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How do I action the request?
Step one is to check that you have uploaded your main data representative’s details in the Admin Area - Compliance tab
- Data representative, as outlined earlier in this document.
The data representative you have set up will automatically receive an immediate notification by email that there is a
new subject access request. They will also receive a reminder notification seven days before the request is due to be
completed.
The data representative or any admin user should action the request by logging in to the Admin Area - Compliance - SAR
tab. This is where all subject access requests are recorded and date stamped. This is where the approval can be given by
the data representative by changing the setting to ‘Set as Completed’.
The access from your data representative will be automatic. Once
approved, the record will be recorded as completed. The log of
this will be time and date stamped for audit purposes.
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8. Rights in relation to automated
decision making
The GDPR provides safeguards for individuals against the risk that a potentially damaging decision is taken without
human intervention. To prevent this, it is important to identify whether any of your processing operations constitute
automated decision making and consider whether you need to update your procedures to deal with the requirements of
the GDPR.
When does the right to automated decision making apply?
Individuals have the right not to be subject to a decision when:
●● It is based on automated processing
●● It produces a legal effect or a similarly significant effect on the individual.
You must ensure that individuals are able to:
●● Obtain human intervention
●● Express their point of view
●● Obtain an explanation of the decision and challenge it. This
will need to be declared as part of the T&Cs or privacy policy.
The right does not apply if the decision:
●● Is necessary for entering into or performance of a contract
between you and the individual
●● Is authorised by law (eg for the purposes of fraud or tax
evasion prevention)
●● Based on explicit consent (Article 9(2)).
Furthermore, the right does not apply when a decision does not
have a legal or similarly significant effect on someone.
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Candidate profiling
The GDPR defines profiling as any form of automated processing intended to evaluate certain personal aspects of an
individual, in particular to analyse or predict their:
●●
●●
●●
●●
●●
●●
●●
●●

Performance at work
Economic situation
Health
Personal preferences
Reliability
Behaviour
Location
Movements.

When processing personal data for profiling purposes, you must ensure that appropriate safeguards are in place.
You must:
●● Ensure processing is fair and transparent by providing meaningful information about the logic involved, as well as
the significance and the envisaged consequences
●● Use appropriate mathematical or statistical procedures for the profiling
●● Implement appropriate technical and organisational measures to enable inaccuracies to be corrected and minimise
the risk of errors
●● Secure personal data in a way that is proportionate to the risk to the interests and rights of the individual and
prevents discriminatory effects.
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We’re supporting your GDPR journey
The GDPR is nothing to be alarmed about. If you work with vendors who can demonstrate their own compliance and
have put the right processes in place, the GDPR is a great opportunity to get your house in order, streamline your
marketing drive and put the candidate first.
For further information, training and support from Volcanic in meeting your GDPR compliance obligations, visit the
Volcanic security dashboard in your Admin Area, under the tab Compliance - Security.
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Volcanic is a leading global provider of recruitment technology. The SaaS model is easy to buy, with no upfront costs, no
contract tie-ins and a simple monthly fee.
Volcanic has redefined the way the recruitment industry operates. Today, when someone applies for a job, anywhere
in the world, they’re likely to use Volcanic digital technology without even realising. Volcanic’s technology covers four
continents and forty languages throughout the world.

Contact us
For more information on how our industry-leading recruitment
websites can boost your business, get in touch.
Volcanic
Dale House, 8th Floor
Tiviot Dale
Stockport
SK1 1TB
0161 217 1515
sales@volcanic.co.uk
www.volcanic.co.uk
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