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The cyber security landscape for SMEs

Stackhouse Poland Cyber survey
Stackhouse Poland have been at the forefront of the Cyber insurance market for a number of 
years.  We acknowledge the size and scope of risk facing UK businesses and, via our established 
National Practice Group, we have been working to create awareness of cyber risks to our clients 
and point to potential solutions, including risk transfer, through an established Cyber Insurance 
programme.  

What is clear is that there is no silver bullet when comes to 
the risks posed by the increasing dependence on data and 
digital automation.  Moreover, as businesses rush for any 
potential competitive advantage it is often the technology 
that is prioritised with little thought as to the people and 
processes that sit behind new systems and technology.  

A lot is made of the risks associated with all things cyber, 
and much is made of high profile hacks, data breaches and 
technology based interruptions.  However, the general 
narrative seems to focus on everything big, from big data 
to big losses all of which seem to be the problem for big 
business.  

“Cyber criminals are becoming increasingly 
sophisticated in the manner in which they  
target businesses/users.”

As one of the UK’s leading specialist independent brokers 
committed to the SME sector we believe that the problem 
is far greater than most businesses appreciate and we are 
confident that the growing cyber challenge is not just the 
prerogative of big businesses.  

We are all inundated with statistics and headline grabbing 
figures that point to conclusions and sound bites.  Whilst 
much of this is indeed relevant and noteworthy, a lingering 
question is always “who is this genuinely relevant too?”  

It is undeniable from the statistics provided by both 
insurers and bodies such as the National Cyber Security 
Centre (NCSC) that human error plays a huge part in data 
security losses and that cyber criminals are becoming 
increasingly sophisticated in the manner in which they 
target businesses/users.  

The cyber security landscape for SMEs

We are also seeing an increase in the number of and 
scale of untargeted attacks such as the WannaCry and 
Not Petya attacks in 2017, where the malicious software 
spreads like an airborne virus.  However, much of the 
publicised narrative is how these attacks compromised 
major organisations including TNT and the NHS, rarely 
was their focus on how this affected UK owner managed 
businesses.

To truly understand the cyber landscape for SMEs, in 
late 2018 Stackhouse Poland launched a Cyber Survey 
promoted to UK SMEs.  With over 1000 responses the 
report detailed on the following pages  is one of the most 
comprehensive surveys for the SME market looking 
specifically at Cyber risks.

We hope that you find this to be of interest.

Chris Lennon
Co-Chair
Stackhouse Poland Cyber National 
Practice Group

Geoff Keig
Co-Chair
Stackhouse Poland Cyber National 
Practice Group
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Clearly these scams are not just targeted at large organisations and it only needs one of these scams to get through, perhaps 
in a moment of high pressure, for the IT and Data security environment to be compromised.

We then went on to find out more about cyber attacks/data breaches.

Encouragingly only 14% of respondents confirmed that they had suffered or didn’t know if the organisation had a data 
breach. However 68% of respondents advised that they knew someone who had suffered a data breach.  Whilst 44% of 
respondents confirmed that they knew someone who had suffered a cyber intrusion (hack).

What is a cyber attack? How does it happen?
Most cyber attacks or social engineering scams start with a single or series of “Phishing” emails.  Phishing is the fraudulent 
attempt to obtain sensitive information such as usernames, passwords and credit card details by disguising as a trustworthy 
entity in an electronic communication.  

These emails masquerade as legitimate emails and often point to a need for immediate attention. Common phishing emails 
and attempts at impersonation fraud include the CEO email scam and emails purporting to be from respectable companies/
organisations such as Apple, Amazon, various mobile phone networks highlighting spurious orders and calling for action to 
stop these transactions.  These can even include fake messages from HMRC prompting action to submit tax returns and/or 
claim rebates. Such is the scale of the problem that Apple have a dedicated email – reportphishing@apple.com –encouraging 
users to report scams so that Apple can take steps to isolate and remove such threats.  

The first questions we asked were whether a company had received any phishing or impersonation fraud emails in the last 12 
months, and if so, how many:
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over 

of respondents report  
having received more  
than 10  emails of this  

type in the last 12 months

50%

reported receiving  
over 100 attempts

5%

of respondents  
said yes!

69%
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Q.    Approximately how many phishing or impersonation emails have you received?

100 plus 6%

51 - 100 8%

26 - 50 14%

11 - 25 28%

Less than 10 44%

Q.    Have you received any phishing or impersonation fraud (CEO/Fake Payment) emails in the last  

        12 months?

Yes 69%

No 26%

Don’t know 5%
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Of those that were affected, the time taken to recover varied from a minimum interruption period of 6 hours 
through to a maximum of 1 year!  Most commonly businesses reporting being affected for 1-2 days.  Clearly an 
interruption of 2 days can have a lasting impact on a small business.

Q.    Has your business suffered a data breach? 

Yes 7%

No 86%

Don’t know 7%

Q.    How many times has your business suffered a data breach?

once 44%

2 - 5 times 49%

6 - 10 times 5%

10 or more times 2%

 

 Q.    Do you know anyone who has suffered a cyber intrusion 

         in the last 2 years?

Yes 44%

No 46%

Don’t know 10%

Q.    Has your organisation suffered a cyber intrusion 

         in the last 2 years?

Yes 8%

No 83%

Don’t know 9%

Q.    Do you know anyone who has suffered a data breach 

         in the last 2 years?

Yes 32%

No 68%
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A common question raised is whether the growing cyber threat is being taken seriously.  Various reports and surveys rank 
cyber as either the main or second risk concern of CEOs, but how seriously are owner managers taking this threat?  How 
worried are SMEs about Cyber?

In the event that a business is compromised by a cyber event or discovers a data breach, the speed of response is critical, 
knowing who to contact, what to do and what happens next including how and what is communicated to customers/
suppliers/regulators and when. 

Clearly if staff don’t know whether there is a plan, what the plan is or where to find it, the effectiveness of any plan will be 
limited.  In the event of a breach or a cyber event knowing who to escalate matters to and what and what not to say/do can 
be the difference between an inconvenience and a potentially reputationally damaging event.  Understanding who, in an 
organisation, is responsible for information security is paramount.  

When queried 22% of respondents said that, it was the IT department that was responsible and, rather worryingly, only 40% 
of respondents placed responsibility with all individual employees.

only 

7.5%
of respondents reported 
that the possibility of 
a data breach wasn’t a 
concern to them

59%
of respondents confirmed 
they were either very or 
moderately concerned

of respondents confirmed that their organisation didn’t have a 
recovery plan in place or didn’t know if their organisation has a plan.45%

Q.    How concerned are you about the possibility of a data breach  

        in the next 12 months? 

Very 16.5%

Moderately 42.5%

Slightly 33.5%

Not at all 7.5%

Q.    Does your organisation have a disaster continuity / data recovery  

         plan in place following a cyber intrusion?

Yes 55%

No 32%

Don’t know 13%

Q.    Who in your organisation is responsible for information security?

This was an open question and answers included the following:

• IT department

• HR department

• The Board

• Departments who use data

• Individual employees

• Everyone!

• CEO

• 3rd party provider

• The partners
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The question of responsibility is an interesting one and one that is likely to cause some confusion as to what is meant by 
responsibility.  Clearly all employees in an organisation have a duty to take steps to safe guard data, particularly sensitive 
data, but is this acknowledged?  Accountability is a different question to pose and whilst the organisation itself will be 
accountable, someone should be taking responsibility for managing and administering the data environment.  In larger 
organisations following the introduction of GDPR in 2018 they will likely have a named Data Protection Officer (DPO) but 
who is accountable in a small business?

When asked if a business has a senior person or director nominated as being responsible for data security:

of respondents said either No they didn’t or they didn’t know if they did.42%

Q.    Does your organisation have a senior person / Director nominated  

        as responsible for data security?

Yes 58%

No 35%

Don’t know 7%

The old adage goes that prevention is better than cure and whilst it is not possible to zero out risk it is possible to reduce the 
likelihood and the potential impact, particularly in cyber.  

Often businesses look to new and improved IT security and more often than not, that will involve the introduction of new/
upgraded technology.  However with over 70% of data breaches being attributed to some form of human error a question 
should be raised as to how well as businesses we are equipping our people to rise to the growing threat. Does your business 
provide cyber security training for employees and if so, what training is being provided?

As a result we should query how effective any training to that 6% is! Many organisations take a compliance-based approach 
to training with tick box answer based on-line modules.  Whilst these may raise awareness to some extent and certainly will 
provide an audit trail as to who has completed the training, organisations should really look at this area of risk and make 
training and awareness part of their day-day working environment.  

Training and awareness

of respondents 
said, NO! with a further...63%

advising that they didn’t 
know if their company 
provided cyber security 
training

6%

Q.    Does your organisation provide cyber security training for employees? 

Yes 31%

No 63%

Don’t know 6%
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Oz Alashe, CEO of CybSafe, an award-winning cyber security and data analytics software platform, said: “Just because 
someone was correct today when taking a module, it doesn’t mean that they will be correct tomorrow when the threat is real.  
Organisations should be making cyber awareness part of their culture and general working practices”.  

Several organisations will also look at phishing simulations and reporting on how many staff members fell victim, and then 
follow up with these staff members delivering remedial training and refresher courses.  On this point Oz said: “Businesses 
should be careful about how they use phishing and other simulations to identify areas of risk and particularly mindful about how any 
follow up training is positioned.  Training and awareness should not be seen as a punishment and organisations should consider how 
any such simulations are deployed so that the system is seen as fair and non-biased.  Cyber security and awareness needs to be part of 
the business DNA”.  

CybSafe is the world’s first intelligent cyber security and data analytics platform that enables you to quantify your human 
cyber risk and resilience, whilst measuring whether your awareness activities (such as training and phishing simulations) 
are actually working. CybSafe does this in a way both information security professionals and executives can understand and 
provides data-driven insight that can be used to optimise awareness, behaviour and culture programs.  CybSafe is cyber 
security technology that fuses psychology and behavioural science with artificial intelligence and data science.

Looking at those organisations who do provide training to their staff, the responses vary when questioning who receives this 
training.  Allowing respondents to select all that apply, where training was provided, almost 25% of respondents said that 
this was for teams/departments that used data but encouragingly of those that are providing training 72% said that their 
companies provided this to all employees.

Q14. Who does your organisation provide training for?

IT Department 22%

HR Department 15%

Board 17%

Departments that use data 25%

All employees 72%

Don’t know 2%

Examining the open comments from the survey a common trend is that many SMEs do not view themselves as a target.  This 
is in keeping with our general experience of addressing cyber needs and digital dependency in SMEs when talking to clients.  
Unfortunately the reality is, that with the growing threat of widespread untargeted attacks such as WannaCry and NotPetya 
in addition to an increasing trend of SME businesses being specifically targeted as a means to compromise the true intended 
target often their larger more corporate customers, the risk to SME’s is real and very relevant!

Many organisations also indicated that installing and keeping up to date with anti-virus software or relying on outsourced 
providers were considered sufficient steps.  Many responses also indicated that many businesses viewed the perceived costs 
with improved security defences and training to be a barrier.  However, regardless as to the degree of knowledge it is clear 
that better education and support to the SME sector is necessary so that they may truly appreciate the extent and relevance 
of the risk and threats to their organisations.

Data backup 

software is 

provided by 

web hosting 

Company.

 We back up to a 

hard drive and have 

the usual security 

i.e. firewall etc. 

turned on our Apple 

laptops.  We are a 

very small business.

We keep 

very little 

information 

and data

online.

We are a tiny 

organisation that 

uses individual 

accounts rather than 

a company

system.

We use software 

to prevent 

intrusion, anti-

virus and data 

breaches. We are 

only a small 

organisation; so 

much of this is 

not relevant.
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Conclusion
Unlike large corporate businesses owner managed SMEs have less resource to devote to data and cyber security.  Whilst 

Cyber is paramount as a risk concern in the thoughts of FTSE and AIM listed businesses this is a growing area of concern for 

SME business leaders, particularly following the introduction of GDPR and in light of some highly publicised cyber attacks 

and data breaches.

Whilst SMEs are less likely to be politically exposed or manage significant sums of money that would entice cyber criminals 

the risk to SMEs is no less severe as lasting reputational harm may follow and often SMEs have less developed environment 

of cyber hygiene.  Whereas many FTSE businesses will engaged a Chief Information Security Officer (CISO) or Chief 

Technology Office (CTO) to coordinate this, in an owner managed business this will often rest on the shoulders of the 

principal who is rarely a technology expert.  Moreover, corporate organisations often have a more robust balance sheet that 

could withstand a cyber interruption whereas it is questionable whether an SME would have the same level of resilience.

What this survey does show is that there is much to be done to educate and raise awareness of cyber as a risk area and 

that the myths and jargon need to be challenged.  SMEs should also consider an approach that addresses three aspects of 

exposure; People (awareness and training), Process (what to do, when and by whom) and Technology.

Contact us
For more information around Cyber risks and to understand where a cyber insurance policy can complement

a programme of protections please speak to a member of our team, call 0300 660 0401 or email 

commercial@stackhouse.co.uk.



Research conducted by Stackhouse Poland via an online survey with 1,035 respondents.

Stackhouse Poland Ltd is authorised & regulated by the Financial Conduct Authority in respect of General Insurance business. 
Our firm’s reference number is 309340, which can be checked by visiting the FCA website. SP084/19.


