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Cybernetic Salary Guide USA 2020
It feels like there’s not a day that goes by without a blue-chip organization 
announcing the likelihood of mass redundancies across several sectors.

So far, we have seen a real mix in ways businesses have been impacted, although 
the majority that I’ve spoken to over the last few months have been pleased with 
how well their workforce has adapted to more flexible and remote working, having 
initially been concerned.

Our research indicates that nearly three quarters of firms believe salaries will remain 
stable (73%), yet a third of businesses (35%) anticipate a reduction in hiring over the 
next six months.

Some of our clients have managed to grow with increased rigor, taking advantage of 
the number of highly skilled professionals on the market. Others are still remaining 
prudent, not reducing planned hiring but delaying it until the climate becomes a bit 
clearer.

I hope you find this guide useful to benchmark salaries in your organization, or 
for you personally. We’ve also provided the latest industry trends, commentary 
and forecasting on hiring and compensation based on research undertaken by 
Cybernetic with our network of senior decisions makers within emerging technology 
across the USA.

We’ll continue to provide up-to-date market data to firms across the United States 
and you can approach me, or any of our consultants, at any time to discuss our 
findings, data or projections.

We wish you and your businesses the best of health throughout 2020.

Josh

Josh Serlin
Senior Director

josh@cyberneticsearch.com
+1 424 231 7494
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+ 5%
 Bonuses will increase  

 =    38% 
 Bonuses will stay the same 

- 57%
 Bonuses will decrease 

+ 5%
 Salaries will increase 

 =    73% 
 Salaries will stay the same  

- 22%
 Salaries will decrease   

+ 15%
 Hiring will increase 

 =    50% 
 Hiring will stay the same 

- 35%
 Hiring will decrease  

How will hiring be impacted?

LOOKING AHEAD INDUSTRY IMPACT

How will salaries be impacted?

How will bonuses be impacted?
The positive news here is that nearly two thirds (65%) of businesses expect hiring to increase or 
stay the same throughout the rest of the year with just 35% expecting to reduce hiring.

Salaries look set the remain static as nearly three quarters (73%) of firms expect no changes to salaries 
with just 22% expecting to see a decrease and just 5% anticipating for salaries to continue to climb.

The biggest impact is set to be on bonuses with more than half (57%) of organisations predicting that 
bonuses will be less than last year. Whilst 38% expect bonuses to remain the same, just 5% expect a  
year-on-year increase.
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– We’ve seen salaries remain level since the start of the pandemic.
– Some markets are a ‘buyers’ market’ with access to a wider talent pool.

However, this won’t lead to quick salary reductions, instead we’ll salary
increases slow-down over the coming year.

– Many sectors remain candidate-driven, resulting in candidates still moving
roles and achieving desired compensation packages.

– In certain niches candidates are in shorter supply than ever as many ‘passive
candidates’ decline new opportunities until there is more clarity on the
economic recovery.

– The war for talent won’t end any time soon and we’d be surprised if salaries
were to decline. It’s much more realistic that the impact will be a decrease in
salary growth.

– Some businesses have moved incredibly quickly to reduce headcount 
and others have moved much more slowly. We’re still relatively early in 
the cycle and expect some redundancies and cuts to continue as 
businesses calculate their losses.

– A larger than expected number of firms aren’t planning to reduce 
headcount at all.

– Many ‘shrinking’ firms won’t actively make redundancies but will have 
zero recruitment alongside natural attrition.  

– Some companies that reduced headcount at the start of the pandemic are
likely to have over-reduced headcount.

– Many firms still continue to grow through business as usual or have
benefited from the economics throughout the pandemic.

– Many firms have suffered financially and have clear grounds to reduce
bonuses or offer no bonuses in 2020.

– Businesses that have been less severely hit are still operating in a highly
uncertain environment, where it may be prudent to minimise any
discretionary payments.

– Some businesses are discussing bonus buyouts to people moving roles, but
these have reduced in number post-outbreak.

– In most cases, bonuses typically only represent a small part of the overall
compensation package. Therefore, a reduction in bonuses won’t necessarily
have a heavy impact on an employee’s total compensation.
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 Average time to hire 

 Top 3 reasons people are moving roles 

 The influence of benefits & package  
Apart from finances, what elements of the package influences a candidate’s decision making?

Even before COVID-19, some form of flexible working has always helped the attractiveness of a new 
position. At the mid-senior level having the ability to work form home 2 days + a week has helped secure 
a number of senior candidates in the last 12 months.

From role brief to candidate offer, the average time
to hire is 24 days. However, this can vary greatly
depending on seniority and location.

1. Application Security
2. Software Engineering

3. Artificial Intelligence

1. Company Culture
The opportunity to enjoy 
going to work, work flexibly 
or the management structure 
are huge pull factors.

2 - Technology/Product
This covers the tech stack and 
sector, often the chance to work 
on something more exciting or 
interesting to the individual.

3 - Money
To receive a significant salary 
rise or large equity package.

 Growing demand 

24 days

 Average salary increases 

When moving to a new role with a new employer,
the average salary increase is 15%.
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HIRING TRENDS
Whilst this guide gives you up-to-date salary expectations across the USA, for many candidates, 
the decision-making process when looking for a new role involves more than just the salary 
package – although that does remain a key factor.

The impact of COVID-19 has led many candidates, and businesses, to re-evaluate flexible working 
policies and this is now the most in demand benefit. Here’s a summary of the key hiring trends we 
have seen so far in 2020.

15% 
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The areas that have seen the 
biggest increase in demand in the 
last 12 months are:

1. Ability to work flexibly, with the option to work from home

2. Equity/RSUs

3. Healthcare
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MARKET TRENDS

 “We have seen a 27%  
year-on-year increase in  
vacancies that are solely  
focused on security” 

Retention & Attrition

The sense of purpose remains high for candidates across technology. 

In Cybersecurity, the main push factor is the investment in security itself. Most 
candidates want to work for a company that cares about security, where they 
want to do it and not just because they must do it.  Firms that are using security 
to help the balance sheet, making it a core aspect of the firm, are seeing 
candidates join them in droves. 

Within AI, it’s all about what problem the company is trying to solve and 
whether the work is genuinely interesting or novel. It sounds simple but 
candidates are far more willing to move employers when the work is more 
exciting. This area also sees quite a huge draw in salary. The larger companies 
offer huge salaries and whopping RSUs which sees candidates having a shorter 
tenure generally.

The technology industry’s unemployment rates hit historic lows last year. This was 
primarily due to the increased importance of emerging technologies and how big data and 
analytics is embedded within companies. The increased reliance on cloud-based 
technology, overall technological core transformations into more efficient platforms, and 
an increased and continued focus on IT security measures have also had a key role in 
driving demand.

Given that technology is industry-agnostic, the expectations for 2020 remain equally 
optimistic with regards to hiring initiatives and growth within the sector. As a result of both 
innovative technologies and constantly shifting regulatory impacts, such as third-party 
data management and newly mandated privacy standards, the technology market has 
proven to be malleable and constantly defining new trends.

All eyes will be on the continued changes with policies related to immigration and visas 
this year. 2020 has already been rocked by a temporary suspension on all visa premium 
processing due to COVID-19 and these measures have understandably had a significant 
effect on the jobs market.

Data & Security

The pace of change within technology means that top talent is always in high demand. 

Over the last 12 months, regulation within the Data Privacy and Cybersecurity sector (e.g. 
SHIELD Act, CCPA) has required businesses to invest in their Cybersecurity teams. This 
coupled with an ongoing need to follow regulatory guidelines and standards has kept 
Cybersecurity hiring as a strong growth area no matter the industry. 

We have seen a 27% year-on-year increase in vacancies that are solely focused on security, 
with the biggest increase coming in the application security area. There has also been a 
trend towards AI within Cybersecurity.
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SALARIES
North East South East Midwest

Lowest Average Highest Lowest Average Highest Lowest Average Highest

 Cybersecurity 

IT Security Engineer $90k $119k $147k $71k $94k $116k $86k $113k $140k

Senior IT Security Engineer $114k $143k $171k $90k $113k $135k $108k $135k $162k

Lead IT Security Engineer $119k $166k $214k $94k $131k $169k $113k $158k $203k

Manager, IT Security $138k $185k $233k $109k $146k $184k $131k $176k $221k

IT Security Architect $143k $207k $271k $113k $163k $214k $135k $196k $257k

Penetration Tester $86k $126k $166k $68k $99k $131k $81k $119k $158k

Director, IT Security $157k $223k $290k $124k $176k $229k $149k $212k $275k

CISO/Director + $204k $280k $356k $161k $221k $281k $194k $266k $338k

 Software Engineering 

Software Engineer $86k $119k $152k $68k $94k $120k $81k $113k $144k

Senior Software Engineer $114k $159k $204k $90k $126k $161k $108k $151k $194k

Manager, Software Engineering $138k $190k $242k $109k $150k $191k $131k $180k $230k

Director, Software Engineering $176k $235k $295k $139k $186k $233k $167k $223k $279k

 Robotics 

Embedded Software Engineer $81k $119k $157k $64k $94k $124k $77k $113k $149k

Robotics Software Engineer $95k $131k $166k $75k $103k $131k $90k $124k $158k

 Data 

Big Data Engineer $95k $133k $171k $75k $105k $135k $90k $126k $162k

Data Scientist $86k $105k $124k $68k $83k $98k $81k $99k $117k

 Ai & Machine Learning 

Computer Vision Engineer $133k $171k $209k $105k $135k $165k $126k $162k $198k

Machine Learning Scientist $114k $152k $190k $90k $120k $150k $108k $144k $180k

 Tech Sales 

Inside Sales (Cyber/SaaS) $43k $50k $57k $34k $39k $45k $41k $47k $54k

Account Executive/ Outside Sales (Cyber/SaaS) $62k $90k $119k $49k $71k $94k $59k $86k $113k

Sales Engineer (Cyber/SaaS) $71k $105k $138k $56k $83k $109k $68k $99k $131k

Rockies South West Pacific

Lowest Average Highest Lowest Average Highest Lowest Average Highest

 Cybersecurity 

IT Security Engineer $81k $106k $132k $76k $100k $124k $95k $125k $155k

Senior IT Security Engineer $102k $128k $153k $96k $120k $144k $120k $150k $180k

Lead IT Security Engineer $106k $149k $191k $100k $140k $180k $125k $175k $225k

Manager, IT Security $123k $166k $208k $116k $156k $196k $145k $195k $245k

IT Security Architect $128k $185k $242k $120k $174k $228k $150k $218k $285k

Penetration Tester $77k $113k $149k $72k $106k $140k $90k $133k $175k

Director, IT Security $140k $200k $259k $132k $188k $244k $165k $235k $305k

CISO/Director + $183k $251k $319k $172k $236k $300k $215k $295k $375k

 Software Engineering 

Software Engineer $77k $106k $136k $72k $100k $128k $90k $125k $160k

Senior Software Engineer $102k $142k $183k $96k $134k $172k $120k $168k $215k

Manager, Software Engineering $123k $170k $217k $116k $160k $204k $145k $200k $255k

Director, Software Engineering $157k $210k $264k $148k $198k $248k $185k $248k $310k

 Robotics 

Embedded Software Engineer $72k $106k $140k $68k $100k $132k $85k $125k $165k 

Robotics Software Engineer $85k $117k $149k $80k $110k $140k $100k $138k $175k 

 Data 

Big Data Engineer $85k $119k $153k $80k $112k $144k $100k $140k $180k

Data Scientist $77k $94k $111k $72k $88k $104k $90k $110k $130k

 Ai & Machine Learning 

Computer Vision Engineer $119k $153k $187k $112k $144k $176k $140k $180k $220k

Machine Learning Scientist $102k $136k $170k $96k $128k $160k $120k $160k $200k

 Tech Sales 

Inside Sales (Cyber/SaaS) $38k $45k $51k $36k $42k $48k $45k $53k $60k 

Account Executive/ Outside Sales (Cyber/SaaS) $55k $81k $106k $52k $76k $100k $65k $95k $125k 

Sales Engineer (Cyber/SaaS) $64k $94k $123k $60k $88k $116k $75k $110k $145k 



S A L A R Y  G U I D E  2 0 2 0 S A L A R Y  G U I D E  2 0 2 0

P A G E  1 3P A G E  1 2

ABOUT US

 Methodology 

 Contact us 

Cybernetic Search is a specialist supplier of technology professionals to 
businesses worldwide. 

We are part of the JCW Group, a specialist supplier of search and interim 
solutions to businesses all over the world. Founded in 2007, we generate 
revenues in excess of $60m annually and have more than 100 consultants 
across a network of offices in New York, Los Angeles, Frankfurt and London.

We have the expertise to help you deliver projects, grow teams and accelerate 
business growth. As technology recruitment specialists, we have an extensive 
network of skilled candidates, from graduates to C-suite, and our consultative 
approach will guide and support you throughout the recruitment process. 
Whether you need a single employee or whole project team, we deliver people 
capable of making an impact from day one.

The Cybernetic Search Salary Guide is focused on technology across the USA. 
The insights and trends have been gathered from conversations with 
business leaders in more than 150 firms nationwide in June 2020. The salary 
data has been compiled using information gathered during the last 12 
months from Cybernetic placements and roles advertised in our sectors.

We would like to thank every firm, client and candidate for taking the time to 
help provide that data and insights that allowed us to produce this guide.

+1 424 231 7494
hello@cyberneticsearch.com
www.cyberneticsearch.com
www.linkedin.com/company/cybernetic-search

New York
232 Madison Avenue, 
Suite 1600, New York, 
NY 10016
+1 646 934 8400

Frankfurt
WeWork Geotheplatz  
Neue Rothofstraße 13 - 19, 
60313 Frankfurt am Main
+49 (0) 69 9418 9133

Los Angeles
1351 3rd St Promenade, 
Suite 301, Santa Monica, 
CA, 90401
+1 424 231 7494

London
55 Old Broad Street 
London
EC2M 1RX
+44 (0) 203 589 9300 cyberneticsearch.com

TRUSTED BY TALENT




